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1. Arbitration and mediation are used regularly in the legal system. Technological

developments are significantly changing traditional arbitral and mediation practices
and procedures. Electronic submissions by email are common, and video conferencing
is increasingly used, particularly in international arbitrations. Although there is no
objection to online arbitration under English law, you must consider the legal issues
and any possible challenges to the award within the relevant jurisdictions particular
to your case to assure yourself that the award will be enforceable; as well as
considering whether there are any requirements or limitations under the law of the
seat of the arbitration. The purpose of this guidance is to give barristers a basic
understanding of the practical and security concerns relating to online arbitration
and/or mediation.

2. As well as the traditional video conferencing facilities provided by institutions
(e.g. Bar Council, CIArb, IDRC) with well-equipped conference rooms, there is a
variety of software available for web-based video-conferencing by various providers
offering facilities for screen sharing, presentation streaming and whiteboard tools in
addition to the standard video streaming. You may like to compare different
providers to consider whether web-based software would be suitable for the case in
hand. The Bar Council does not recommend any specific provider but you may like to

do your own research: see for example https://www.capterra.com/web-conferencing-

software/;  https://uk.pcmag.com/videoconferencing-products/9067/guide/the-best-

video-conferencing-software-of-2018.



https://www.barcouncil.org.uk/supporting-the-bar/meeting-spaces-conference-facilities-for-hire/london/video-conferencing/
http://www.ciarb.org/12bloomsburysquare/
https://www.idrc.co.uk/
https://www.capterra.com/web-conferencing-software/
https://www.capterra.com/web-conferencing-software/
https://uk.pcmag.com/videoconferencing-products/9067/guide/the-best-video-conferencing-software-of-2018
https://uk.pcmag.com/videoconferencing-products/9067/guide/the-best-video-conferencing-software-of-2018

3. You should also have a joint backup plan to deal with any difficulties which
may arise during the hearings so that any interruption in transmission can be rectified
promptly, to ensure that all parties can continue to communicate effectively, and a fair
hearing takes place. Factors to take into consideration would be:

(1) Whether the broadband speeds for all the users are sufficient for a stable
connection in order to avoid interruptions and delays. Some software requires
high broadband width for presentations and content sharing; you should consider
doing a trial run.

(ii) How secure is the software facility and ease to use?
(iii) Whether the software is GDPR compliant?
(iv) Whether there are any playback and/or record facilities (if so on what

kind of file type (e.g. Windows Media Player or Quick Time Player)?
(V) Whether any whiteboard facilities are available?

(vi) Is there any ‘hand raising’ facility — or protocol put in place on how one
party may intervene (if required) while another party is presenting?

(vii) What customer support is available if the parties encounter difficulties?

4. One of the major concerns with video conferencing is whether witness evidence
can be assessed properly, taking into account the body language and demeanour of
the witnesses, as well as whether they are being distracted while giving evidence.
Some witnesses adapt very well to giving evidence by video streaming, while others
may find it rather daunting (particularly when seeing themselves on screen).

Security

5. There are one or two security issues that ought to be considered, even if you
and your client decide to agree to an online hearing in the open, as if the hearing were
conducted in public.

6. First, consider having a secure connection between the parties and the tribunal
or meditator. If an open connection is used, it is possible, although the risk may be
very low, that a third party might hack into the connection and obtain access to what
is said or to documents passing between the participants. Such an attacker might be
in a position to disclose or otherwise make improper use of the information obtained,



or (conceivably) to modify a document so that the document received differs from the
document sent.

7. Secure connections, in essence, comprise an encrypted link between the points
of the communication. This could be a virtual private network (also called a VPN),
which can be set up by the video organiser. Another method is to have a secure link
using the https model.

8. Some practical problems may occur as a result of having a secure connection,
because the amount of bandwidth used when establishing and maintaining an
encrypted connection will be greater than with an open connection. As a result, you
may notice the images taking longer to pass between connections, and the speed at
which speech is transferred may also slow down as well. These problems can be
overcome by ensuring you have an appropriate size of bandwidth to cope with the
increased activity required when using an encrypted link. The physical demeanour
and tone of voice needs to be observable, so that the credibility of witnesses and/or
experts giving evidence can be assessed. The video conferencing facility should be
able to advise you of the costs of providing such a secure link. Most arbitral
institutions are able to provide adequate services to meet the requirements.

9. It is worth observing that, depending on the cryptographic algorithms used,
encrypting the communications does not introduce a great deal more traffic into the
link for something as bandwidth-intensive as video conferencing. The main
requirement relates to the capabilities of the devices at each end of the communication
link. What is relevant is to ensure that all required compression of outbound streams
is carried out before encryption takes place.

Recording the proceedings

10.  Second, you ought to give thought to whether the proceedings can be recorded
by either or both sides. You may think that because you are not recording the hearing,
therefore the other side is also not recording the hearing. How do you know that they
are not recording the hearing (whether or not they may have given assurances that
they will not do so0)?

11. If recording of the session is to be allowed, this will, of course, raise issues if the
parties” eventual copies of the hearing are not identical because of the bandwidth
issues, which may result in some data loss. However, from a practical point of view,
if the communication links are bi-directionally authenticated cryptographically, this
will provide additional assurance to both parties, in that neither can infer that the
recording was altered in any way.



12.  To avoid disappointment and wasting time preparing for the hearing on the
day itself you should check the IT facilities of the venues in advance to ensure they
meet the requirements. It is not safe to assume that a particular venue chosen for the
hearing will automatically have the facilities to display electronic materials and be
able to accommodate the manner in which you or your witnesses have produced
evidence. For example, it is becoming more common for parties to rely on PowerPoint
presentations and/or drawings to the tribunal to explain particular issues or for video
footage to be shown of matters relevant to the issues in dispute (e.g. defects on a
construction site before rectification). The parties should identify in advance the
facilities required including any translation services and access to other practical
needs (e.g. photocopying etc. ) when booking the rooms.

Passing of documents between parties

13.  Usually the documents each side relies upon will have been passed between
the parties before the hearing, and the documents may also be in electronic format.
However, in the event that either party wishes to introduce additional documents for
good reason during the course of the hearing, it might be useful to set out the protocol
in advance for the exchange of further documents.

14.  Also, it will be useful to establish in advance how each party is to deal with the
documents. If it is agreed that the proceedings will be conducted over an open
connection, consideration to be given to providing for some elementary protection.
You should also consider your obligations on the processing and/or transfer of
personal data under the relevant data protection laws. You may find the Bar Council’s
guidance on the General Data Protection Regulations 2016/679 (GDPR) useful.

15.  You should also consider the risks of disclosing any confidential information
and/or trade secrets.

During the hearing

16.  Invariably, both clients will wish to discuss matters with their respective
lawyers during the course of the hearing. This is why you ought to make yourself
familiar with the video conferencing facilities. For instance, and depending on the
equipment used, one or both sides may be able to move the camera around the room
remotely. So, if you are in London and the other side in Buenos Aires, it may be
possible for you to move their camera around the room to see whom else is in view,
and what else they might have in the room. This can work both ways. In addition,
again, depending on the facilities you are using, you may also be able to set the voice
controls to mute, thus ensuring you can have a private conversation with your client
(provided the other party does not have the ability to lip read).


https://www.barcouncil.org.uk/media/591105/gdpr_bc_guide_for_barristers_and_chambers_121017.pdf
https://www.barcouncil.org.uk/media/591105/gdpr_bc_guide_for_barristers_and_chambers_121017.pdf

17. However, it is not always possible to set the equipment to mute, and it might
be possible for the other side to listen to conversations that you think are conducted
in confidence. You might consider using some visual concealment at such times, such
as a lens cap, for instance.

18.  Whether you are conducting online arbitrations and mediations now or intend
to conduct them in the future, it is suggested that you consider the points raised above,
if only to demonstrate you have sufficiently considered your professional duties, in
case the client decides to complain after the event.

Important Notice

This document has been prepared by the Bar Council to assist barristers on matters of
IT. It is not "guidance" for the purposes of the BSB Handbook 16.4, and neither the
BSB nor bodies regulating information security nor the Legal Ombudsman is
bound by any views or advice expressed in it. It does not comprise - and cannot be
relied on as giving - legal advice. It has been prepared in good faith, but neither the
Bar Council nor any of the individuals responsible for or involved in its preparation
accept any responsibility or liability for anything done in reliance on it. For fuller
information as to the status and effect of this document, please see here.


http://www.barcouncilethics.co.uk/important-information-disclaimer/

