Data protection and security when working from home
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Please see the notice at end of this document. This is not
“guidance” for the purposes of the BSB Handbook I6.4.

Introduction
1. The Bar Council is aware that, with the coronavirus outbreak and the current
situation, many barristers will be working from home almost permanently. The
following is advice on how to remain compliant and how to keep your data
and devices secure while doing so. A list of links to more detailed documents
is set out at the bottom of each section.
Home working and IT Security
2. Firstly, which computer are you using at home to work? If you brought home
your laptop from chambers (possibly even lugged home your desktop?) then it
is, of course, already encrypted (isn’t it? Make sure …). If you have brought
your work computer home, make sure it is physically secure as well - (lock it
away when not in use, if possible. Definitely log out and turn it off when not
using it.
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If you’re using your home computer, which isn’t usually used for work, think
about the following:
•

make sure it’s encrypted: don’t forget that a silk was sanctioned by the ICO
because their laptop was stolen from home: it contained highly sensitive
personal data relating to clients, but was not encrypted. The ICO took the
view that the failure to encrypt the laptop meant that the silk had failed to
take appropriate steps to secure the confidentiality and security of that data,
and that being a victim of theft did not alter that. Whilst there might be an
argument that working from home may reduce the chances of theft (as there
may be more people around) it remains the case that it may happen and, if
you now work on your home computer, it will contain personal data and so
needs to be encrypted.

•

who else has access to the computer? If it is used by others in the household,
you need to set up a separate account to keep your data separate. Your
account should also be the only one with administrator access, to make sure
that the data is secure - another barrister was fined by the ICO when a
family member accidentally uploaded client data to an unsecured cloud
server during a software update.

•

make sure that the operating system is up to date and that all antivirus (!)
and similar security software is up to date, particularly if there are
household members who tend to download games and other material
which might carry an unexpected payload with it (you do not want to be
exposed to key loggers and other such malware).

Regardless of whether it is your work computer or a home computer, make
sure that the screen isn’t visible to others whilst you are working; make sure
you close the computer (if a laptop) or set a screensaver going (with a
password!) if you have to leave the computer unattended briefly.
3. Check your backup options: if you rely on chambers’ server backups, are you
able to connect to the chambers network from home? If not, you will need to
make sure you have your own backup provision. If you can access chambers’
network from home, make sure you do so and don’t simply save material on
your hard drive.
4. While you are thinking about IT security don’t forget the physical security of
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your devices and files, and of access to them in your home: if you bring paper
files home, make sure that these are not left lying around and that they are
locked away when not being used. Consider getting a household alarm if you
don’t already have one - to secure the room in which you store files, at least.
Useful links to Bar Council guidance:
•
•
•
•
•

Advice for those travelling
Back up work on your PC
Information Security
GDPR: Frequently Asked Questions
Mobile Device Security

Decontaminate your IT
5. If you have brought your IT devices from work (or used your smartphone
without washing your hands) you may want to consider physically
decontaminating them as well. You should follow any guidance from the
manufacturer about the sensible methods to use. Be aware, that not all devices
are waterproof! You will almost certainly want to switch it off before
attempting any cleaning. Use gentle non-abrasive cloths. Microfibre glasses
cloths are useful to avoid damage to screens and coatings. Low concentrations
of alcohol or soap may be suitable, but check before you use them.
Telephone & Video conferencing
6. You should be able to use telephone & video conferencing apps to maintain
contact with your clients. Your solicitors will probably have a conferencing
app which they favour. Check in advance of any conference that it works on
your system, and that you can maintain confidentiality when using it. Skype is
another easy option.
Useful links to Bar Council guidance:
•

Internet Security

Document access/File sharing
7. If you need to get access to large volumes of documents, you will probably

3

need to make sure that your home broadband is up to it. If it is an issue,
consider upgrading to a faster option, if that is possible.
If you are going to use cloud computing to store or share files, make sure you
follow the guidance below.
Useful links to Bar Council guidance:
•

Cloud Computing

Increased risk from Phishing and other exploits
8. If you are working remotely more than before please be aware of the risk that
criminals may seek to exploit this with phishing emails. Be vigilant about any
communication which seems “off”. Check by direct contact if that is possible.
For more information, please consult the Bar Council Ethics Hub’s IT pages here.
Important Notice
This document has been prepared by the Bar Council to assist barristers on matters of
professional conduct and ethics. It is not “guidance” for the purposes of the BSB
Handbook I6.4, and neither the BSB nor a disciplinary tribunal nor the Legal
Ombudsman is bound by any views or advice expressed in it. It does not comprise
– and cannot be relied on as giving – legal advice. It has been prepared in good faith,
but neither the Bar Council nor any of the individuals responsible for or involved in
its preparation accept any responsibility or liability for anything done in reliance on
it. For fuller information as to the status and effect of this document, please see here.
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